Person identification is critical for sensitive applications such as system login/unlock, access control and payment. In this paper, we present an operation-free person identification system, namely WiPIN, that identifies biometric features of users using Wi-Fi signals. Our approach is based on an entirely new insight that different persons have distinct effects, including the absorption and reflection, on the Wi-Fi signals. We show that through effective signal processing and feature extraction/matching designs, the Channel State Information (CSI) used in recent Wi-Fi protocols can be utilized for person identification without requiring any collaborative operations, such as wiping, walking, or speaking. We theoretically analyzed the interaction between the human body and Wi-Fi Signals via an interactive model. We proposed a mapping rule between variation patterns of Wi-Fi signals and human biologic features, and demonstrated the feasibility of establishing CSI based person identifiers. We conducted extensive experiments over commodity off-the-shelf Wi-Fi devices. The results show WiPIN achieves 92% accuracy in person identification over a group of 30 users, with sufficient robustness to environment noises.
INTRODUCTION
Person identification is crucial for sensitive applications, such as system login/unlock, access control, and payment. Personal identifiers used for recognizing the person are mainly based on distinguishing biologic features, or biometrics. Existing person identification solutions can be divided into two categories, operation-based and operation-free identification. Both above patterns, however, have limitations in person identification. Operation based solutions usually rely on certain pre-defined activities or behaviors to generate or validate biometrics, leading inconvenience to users. Gait and voice are the most typical biometrics used by operation based solutions. On the other hand, operation-free solutions dominate the market since the involved biometrics show excellent uniqueness, such as fingerprint, iris, or facial. Nevertheless, collecting those biometrics requires physically touching or cooperating with the scanner, indicating the dependence on specific devices for acquiring the biologic data, as well as inconvenience caused by the restriction on users in the data-acquiring process.
With above observations, we are motivated to design an operation-free biometric based person identification system without restrictions on users or needs of costly devices. The inspiration is deriving from our preliminary experiments on Wi-Fi systems. That is, people are diverse in their biometrics, such as height, weight, or fat rates. Those characteristics incur distinct affections on Wi-Fi signals reflected from a person. Intuitively, the human body can be analogized as an object with geometrically irregular reflections and varying materials, yielding distinct absorption and reflection effects on the Wi-Fi signals. Thus, it is attractive to utilize Wi-Fi signals to directly identify persons since Wi-Fi signals are ubiquitous and low-cost. However, we must address following two challenges to utilize the above phenomenon for person identification.
(1) Noise cancellation. In current Wi-Fi systems, the signal received at the Rx antenna is mixed by multiple reflections from multiple paths [20] . The signal from the line-of-sight path is the most dominant one but the signals reflected from the human body are weak. Besides, commodity Wi-Fi device encounters certain system error and measure error [33] , which may also introduce uncertain noise to the person identification. To address above issues, we develop a Wi-Fi signal preprocessing pipeline, including the Butterworth filter based noise cancellation and IFFT-FFT frequency-domain processing based multipath effect mitigation.With this preprocessing pipeline, noisy raw Wi-Fi signals are effectively cleaned.
(2) Robust feature extracting. Extracting stable and distinct biologic features is essential for biometric based person identification. However, Wi-Fi signals inevitably fluctuate due to the environmental noise and device diversity. Even worse, the signals reflected by the person are too weak to represent a person's biometrics distinguishably. Our solution is twofold. First, we carefully select and design features from Wi-Fi signals and develop a regression model to predict some biometrics like body fat rate accurately, which indicates these features have relationship with human and is with potential for human identification. Then, we combine Support Vector Machine based classifier with a deep learning trick (a activation layer of deep network called SoftMax) to achieve human identification.
Leveraging above observation and preliminary works, we propose a Wi-Fi based operation-free person identification system, namely WiPIN, which can identify a person merely via Wi-Fi signals reflected from him/her. Our main contributions are summarized as follows:
• We demonstrate an observation that the variance of Wi-Fi signals has correlation with human body components. We build up an interacting model to analyze the observation.
• We build a mapping rule between the Wi-Fi signal variation and four human biologic features, including the water rate, fat rate, muscle rate, and bone rate. With this highlycorrelated rule, we confidently extract distinct features from the Wi-Fi signals to do human identification.
• We prototype our system using two mini PCs embedded Intel 5300 NICs. Extensive experimental results show that WiPIN can achieve high accuracy in real time, i.e., 100% accuracy with 2 persons, and 92% accuracy with 30 persons.
The rest of this paper is organized as follows. We first show our observation on Wi-Fi signals variation related to a specific person in Section 2, followed by the analysis of this observation in Section 3. Then the design of WiPIN, including the preprocessing pipeline, feature extraction and mapping rule will be described in Section 4. We present extensive experiment to show the performance of our system in Section 5. Before the conclusion section, limitations of WiPIN and related works are summarized in Section 6 and Section 7 respectively.
OBSERVATIONS
We invite 10 volunteers subject with IRB approval to participate in our preliminary experiments. We observe that the Wi-Fi signals collected at the receiver are different when changing the person standing nearby a Tx-Rx antenna pair, as shown in Fig. 1 . We perform the experiment in a 5m × 6m room. The distance between the Rx and Tx antennas is 2.4m. We ask 10 volunteers standing nearby the antennas respectively and sample the Wi-Fi signals up to 20 times for each of them. The result is plotted in Fig. 2 in terms of mean amplitude of WiFi signals. Since no other surroundings factors changes obviously, we safely conclude that the main reason cause this phenomenon is the variety of humans. Before leveraging the variety of person to perform the person identification, we notice two issues.
(1) Is the signal based feature distinct for users? As shown in Fig. 2 To combat above issues, we adopt the Channel State Information (CSI) [35] of WiFi signals as the source of feature generation. Before extracting features, we perform a wellsigned pipeline to pre-processing the sampled signals. These processes are indeed key modules of WiPIN, which will be elaborated in Section 4. Here we just visualize the extracted features with Generalized Discriminant Analysis (GDA) [18] for these 10 volunteers. The objective function of GDA for multi-class dimensionality reduction can be simplified as Eq. 1
where D b is the samples' distance between different classes, D w is the samples' distance within one class. GDA aims to map the original data into a new feature space where the distance within class is small while the distance between classes is large.
WiPIN: Operation-free Person Identification using WiFi Signals arXiv 2018, , We use a toolbox released by Maaten et.al. [27] and plot the first 2 dominant features in Fig. 3 . where every hollow circle represents a dimension-reduced sample. The samples for different volunteers are differentiated via different colors. We can find that the circles with a same color (of one volunteer) are clustered closely, while the clusters of samples (for different volunteers) are separated sparsely. The clear gaps among different clusters indicate that users can be effectively identified if using the Wi-Fi signals. Moreover, the tensely clustered samples also imply high reliability of Wi-Fi signal based person identification.
We are motivated to dig the insight behind the excellent ability of Wi-Fi signals in distinguishing people. It is known that biometric information is related to the human characteristics and hence can be used for personal authentication. Intuitively, the body shape first comes into our mind. Obviously, people in different body shapes yield different signals reflection patterns, which may lead to distinct Wi-Fi signals variation.
Furthermore, We investigate a set of biometrics for the 10 volunteers, including their fat rate, water rate, muscle rate, and bone rate. Then we collect 30 CSI sequences samples for each person, in which 20 are used for training and the left 10 for test. With the training dataset, we setup a mapping rule between the samples and those biometrics using Support Vector Regression (SVR) [24] , which is a regression algorithm derived from Support Vector Machine (SVM) [5] and has been implemented at LIBSVM toolbox [2] . We compute the averages value of the prediction results for each person and plot them in Fig. 4 . We find that using Wi-Fi signals can accurately predict the four biometrics for people. Apparently, there is a pretty strong correlation between the signal variation and biometrics. These results inspire us that the Wi-Fi signals penetrating the human bodies are able to carry the biometric information of individuals. Prior studies [4, 7, 17] on BioElectromagnetics, a domain conducting the research on how living organisms react to electromagnetic waves, reveal that body components, such as tissues, entrails, and organs, have different absorption effects on Wi-Fi signals, explaining the feasibility of using Wi-Fi signals in retrieving the biometric information from persons.
HUMAN BODY MODEL AND ANALYSIS
To dig how Wi-Fi signals convey the biometrics from the human body, we build up an interacting model for analyzing the effect of human body on the propagation of Wi-Fi signals.
Interacting Model
Our interacting model is illustrated in Fig. 5 . For simplicity, we model the cross section of human body as three concentric layers: skin, fat and bone. We assume that within each layer of the signal propagation medium is uniform. In this model, both the Tx and Rx antennas are omni-directional. A person is standing on the midperpendicular of line between the Tx-Rx antennas. For one given propagation path of Wi-Fi signals, we donate the signal received from this path as S, which can be formulated via Eq. 2.
where A is the absorption of propagation media along this path, t is the propagation delay in this path, ϕ 0 is the initial phase of the signal, and f is the frequency of the signal. As shown in Fig. 5(a) , a larger number of copies of the signal combine together at the Rx antenna due to the multipath effect. In our model we only consider the line-of-sight path of Tx-Rx and the paths that signals are reflected by three layers in the human body. We will describe how WiPIN tackles the issue of multipath effect in Section 4. For each propagation path, there are several sub-paths in which signal travels in different media. The propagation delay t of a propagation path is the sum of propagation delays over all sub-paths: arXiv 2018, , F. Wang et al. For the i-th sub-path, the signal propagation delay t i is calculated via Eq. 4.
where d i is the length of the i-th sub-path and v i is the propagation speed of signals along the i-th sub-path. The propagation speed of signals is computed via Eq. 5 [12] .
where µ i and ε i are the medium's permeability and permittivity of the i-th sub-path.
Thus, the signal received from the path S is
From Eq. 7, the received signal is determined by the lengths of sub-paths, the permeability, permittivity , and absorption A of the media. Previous studies reveal that A is correlated with the media characteristics and propagation distance [12] . Suppose that the permeability and permittivity of every medium are known, we have a deduction, which indicates that when a certain person stands nearby the Tx-Rx antenna pairs, the characteristics of his/her body layers including permeability, permittivity and propagation distance result in unique received signals. We utilize to this theorem to identify human.
Theorem Proof
Next, we mathematically prove the Theorem 3.1. by exploring the signal propagation along the 3rd path in Fig. 5 
(a).
As illustrated in Fig. 5(b) , the 3rd path is comprised of a set of sub-paths, including AN , N P, PC and CB. According to the refraction/refelection principles, AN and N P are axial symmetrical with PC and CB. We donate the distance between point A and point B as AB. We assume that its value is D. We also set OP = R 2 and OQ = l. We build a plane rectangular coordinate system whose origin point is A and horizontal axis is line AB. In this plane, the coordinate of point O is (2/D, −l) and the point P is (2/D, −l + R 2 ).
We assume that the coordinate of point N is (x 0 , y 0 ), We aim to calculate (x 0 , y 0 ) to determine all the propagation distance, including AN , N P, PC and CB.
WiPIN: Operation-free Person Identification using WiFi Signals arXiv 2018, ,
We denote the slope of line AN , N P, and NO as k 1 , k 2 , and k 3 , respectively. k 1 , k 2 , and k 3 are computed as
The included angle between line AN and line NO is donated as θ 1 . We can calculate tan θ 1 as
Similarly, for the included angle between line N P and line NO, denoted as θ 2 , we have
Meanwhile, according to the law of refraction, θ 1 and θ 2 have to meet the following requirement.
where v 1 is the signal propagation speed within the 1st medium and v 2 is the one within the 2nd medium. As in Fig. 5(b) , the 1st propagation medium is the air, the 2nd one are the components of human body at the first layer.
We further formulate N P as
We calculate the cosine of θ 2 on triangle ∆NOP:
In addition, θ 1 and θ 2 also satisfy a constrain:
There are 8 unknown variables, x 0 , y 0 , k 1 , k 2 , k 3 , θ 1 , θ 2 and N P in Eqs. 7 -14. Fortunately, we have 8 independent equations. Thus, we can solve the 8 unknown variables, including x 0 and y 0 . As aforementioned, once the coordinate of point N is deterministic, we can obtain the propagation distance within each medium, which is deterministic towards the person. Furthermore, we expect to use the propagation distance of those paths as a unique property towards the person, i.e., his/her fingerprint.
We then simplify the result expression of x 0 and y 0 as follows,
where µ 0 and ε 0 are the permeability and the permittivity of the air, M, E and R are the set of permeabilities, permittivities and radiuses of layers of human body.
Ultimately, our interacting model in Eq. 7 is extended to:
where h i is a function to compute the i-th sub-path of a given propagation path, and L is the set of location parameters of Tx, Rx and human body. For different human standing nearby the Tx-Rx antenna pairs, their biometrics vary in M, E and R. These properties will result in distinct received signals with high probability.
SYSTEM DESIGN
WiPIN comprises of three modules: signal pre-processing, feature extraction, and identities matching.
Signal Pre-processing
WiPIN utilizes the Channel State Information (CSI) to extract required features. Necessary pre-processing procedures are performed in WiPIN, including the noise cancellation and multipath effect mitigation.
Channel State
Information. CSI, denoted as H in the following, is a complex number. Its modulus and phase represent the amplitude and phase of Wi-Fi signals, respectively. In indoor environments, besides propagating through the line-of-sight path, Wi-Fi signals are also reflected on the environmental objects, forming variant transmitting paths. The received signal at the receiver is a mixture combined by all signals along those paths [20] . This phenomenon is called multipath effect and can be expressed by following formula
where k is the index of the paths, a k is the decay of the k-th path, and τ k is the delay of the k-th path. N is the noise of the channel. Current Wi-Fi protocols, e.g., IEEE 802.11n/ac, apply orthogonal frequency division modulation (OFDM) in the physical layer. OFDM is an effective method to fully utilize system bandwidth. It splits the available band into several sub-bands, namely subcarriers, where the information is transmitted in parallel. Using the Linux 802.11n CSI tool [13] , we can obtain the CSI of 30 subcarriers at 5GHz for each packet. If recording t packets, we can get H that belongs to C t ×30 . We apply a Butterworth filter to remove the noise [22] . The reason that we choose this filter is because it has smoother pass band responses compared to other filters, such as Chebyshev filter and Elliptic filter. This characteristic helps WiPIN to reserve as much biologic information as possible in the collected signals. In particular, we empirically set the parameter of low-pass Butterworth filter as 5th-order with cut-off frequency of 10Hz to filter noises those with high frequency.
The filtered CSI time series are plotted in Fig. 6(b) . Then we compute the average value within a short time period, denoted as l, for every line to conceal the noise and reduce the H's dimensions to C 1×30 for lower computing overhead. We empirically determine the value of l in Section 5.
Multipath Effect Mitigation.
As expressed in Eq. 20 , CSI is a mixture of signals from all propagation paths, including the line-of-sight path, the paths reflected from human body, and other reflection paths. Our objective is to remove the signals along other reflection paths as much as possible. We apply IFFT on H. In our experiment, the bandwidth of the system is 40MHz. Correspondingly, the time resolution is ∆t = 1 B = 25ns, which yields a distance resolution of ∆t = 1 B × c = 7.5m. Because the length of tx-human-rx path is less than 7.5m in our experimental setup, signals along the line-of-sight path and the ones reflected from human body are the dominate part in the first 25ns, as marked within a red bar in Fig. 7 . This observation allows us to depress the impact of multipath effect by removing the signals after this period. Note within this period, the signals reflected from the human body are much weaker than the ones from the lineof-sight path. Still, the signals from the line-of-sight can be analogized as a constant, the fluctuation of mixed signals at the receiver are mainly caused by the signals reflected from the human body. Thus, the collected signal is applicable for identifying individual users.
Feature Extraction
We retain the CSI in all subcarriers since the absorption and reflection at different frequencies are necessarily to be involved in the ultimate features. Specifically, the CSI of all subcarriers implies the signals present selective decline at different frequencies [10] , which thoroughly contains the unique feature of each user. After mitigating the impact of multipath effect, the 30 average values of CSI time domain signals are used as 30 features. Besides them, we also leverage another 9 features, once presented in prior works [21, 26] , to depict the CSI frequency domain profile.
They are (1) the mean, (2) the standard deviation, (3) the median absolute deviation, (4) the mean absolute deviation, (5) interquartile range, (6) the root mean square, (7) the entropy, (8) the skewness, and (9) the kurtosis of the CSI amplitude profile. The first 6 statistics values are common, so we here explain the meaning of the skewness, the kurtosis and the entropy.
The entropy is used to describe the discrete degree of the CSI amplitude profile. Assume that the maximum and minimum values of CSI are M and m, respectively. To calculate the entropy, we equally divide [m, M] into 10 bins, and count the CSI amplitudes n i that fall in the i-th bin. Then, we record n i 30 as the probability that the CSI amplitude profile fall in this bin, donated as p i . The entropy of CSI amplitudes is computed via Eq. 21:
In particular, the skewness is originally a measure on the asymmetry of the probability distribution in statistics. We adopt this feature to measure the asymmetry of the CSI amplitude profile. We compute the sample skewness using Eq. 22 as follow.
where n is the subcarrier number,x is the sample mean of CSI amplitudes among all subcarriers, x i is the amplitude of the i-th subcarrier, and s is the skewness. The kurtosis also describes the shape of a probability distribution. We use it to measure the smoothness of the CSI amplitude profile. We compute the sample kurtosis via Eq. 23. Figure 8 : Threshold Learning Process.
where t is the output kurtosis.
Since the units of these 39 features are not identical, we rescale them to [-1, +1] via Eq. 24:
where max is the maximum of the i-th dimension value in the training dataset, min is the minimum of i-th dimension value in the training dataset, x i is the original i-th dimension value of training/test data x, x ′ i is the rescaled i-th dimension value of training/test data x. Above rescaling operation is also capable to increase the convergence rate and model accuracy, according to the learning theory [28] .
Identity Matching
The task of the matching module is to identify the legitimate user while rejecting the invalid user. This module operates via a Support Vector Machine (SVM) classifier using LIBLINEAR [8] toolbox. We build the classifier model using the training dataset, and apply the model to recognize human identity corresponding to a test data. To ensure the generality, we evaluated four configurations of SVM, i.e., the L2-regularized, L2-loss, primal and radial base function(RBF) kernel, with their default hyper-parameters respectively.
After the training phase of WiPIN, given unseen test data, identity matching is done by extracting CSI features from the test data and computing the confidence score in identifying a test data. As illustrated in Fig. 8 , we used the predict function of SVM to obtain a threshold. A person is treated as an invalid user if his/her matching scores are smaller than the threshold.
In WiPIN, we use one-against-all SVM to classify the data from C identities [5] . This approach learns C classifiers, where the ith classifier discriminates data from the ith person from the others. For each classifier, the classification score is written as:
where x is the feature representation of data, and w and b are the trained classifier coefficients, and y is the classification score. Note that in WiPIN x is the features extracted from Wi-Fi signals and y is used to compute confidence scores for identity matching. Given a test data, the classification score y is a C-dimensional vector. In standard SVM, the largest element of y (Eq. 26) corresponds to the predicted identity of the test data,
However, in one-against-all SVM, the number training data is imbalanced for each of the C classifiers. This makes it unreliable to directly compare scores among the C classifiers as in Eq. 26. In this paper, we used a simple and efficient method to compute the confidence scores. Using the softmax function, we first normalize those scores with correct identification results. Such treatment has been widely adopted in the deep-learning [15] community. The normalized y i is then used as the confidence that x is mapped to the i-th person:
Finally, we determine the confidence threshold of valid identity matching by exploring the distribution of maximum normalized scores of training data. The confidence threshold is set as the 5th percentile of these scores. As an example, we plot 100 maximum scores that corresponding to the persons that are correctly identified in Fig. 9 . The 5th percentile is 0.5278, which can be considered as the threshold for invalid user detection. In other words, WiPIN will decide a person as invalid if his/her maximum normalized prediction score is lower than 0.5278.
EVALUATION
We perform extensive experiments over commodity off-theshelf Wi-Fi devices and to evaluate performance of WiPIN.
Experimental Setups
In our experiments, we used two Intel 5300 wireless NICs as the transmitter and receiver, respectively. The communication frequency is 5 GHz and the packet transmission rate is 500 Hz. As illustrated in Fig. 10 , the transmitter and receiver are placed on two cartons of 1.2m high and 2.4m apart. We recruited 30 subjects with IRB approval. During the experiment, each volunteer does no do any actions, but naturally stands arXiv 2018, , F. Wang et al. at the mid-perpendicular of the Tx-Rx link, facing towards the Tx-Rx link.
Overall Performance
We collected 30 5-second CSI instances for every volunteer, random select 20/30 for further training, 10/30 for further test. We first evaluated the overall identification accuracy as follows. In each experiment trail, we randomly select i subject (i ∈ {2, ..., 30}) as valid users. WiPIN was trained on valid users, and tested on these valid users. We repeated the experiment trials for 100 times and report the average accuracies in Fig. 11 . We can see that the accuracy gradually decreases with increasing i. WiPIN achieves 100% identification accuracy when i = 2 (two valid users), remains high identification accuracy, i.e., 92%, for i = 30 (all users are valid).
We then extended the experiment to detect invalid users. In each experiment trail, i (i ∈ {3, ..., 29})persons are randomly selected as valid user, while others are treated as invalid users. WiPIN was trained on valid users, and tested on all users. In this situation, we define the accurate predictions as those instances that in/valid users are correctly recognized. The accuracy of WiPIN then becomes the ratio of accurate predictions in all test instances. We note that when the number of valid users in the system is small, e.g., i = 3, WiPIN merely achieves 74% accuracy. With the system has more valid users, the accuracy of WiPIN increases. In particular, WiPIN achieve 92% when i = 29, implying that WiPIN performs well if the dataset is sufficient large. We will discuss this issue at Section 6.
Robustness
We evaluate the robustness of WiPIN by investigating the influence from clothing changes and environment noise.
Impact of Clothing Changes: It is common that users change their clothes. We roughly divide the clothes into three categories ( Fig. 15 ): summer clothes (e.g., T-shirt), autumn clothes (e.g., windbreaker) and winter clothes (e.g., down jacket). We recruit 10 volunteer and ask every volunteer to wear 9 clothes, showed in Fig. 15 , to participate in this series of experiments. For each clothes that a volunteer wears, we collect the CSI data for 15 times, 10/15 for further training, 5/15 for further test. We perform 10 cases of training/test processes: Case 1 -3. We select the data of one category of clothes as the training set, build the model, and predict by using the data of all three categories of clothes as the test set.
Case 4 -6. We select the data of two categories of clothes as the training set, build the model, and predict by using the data of all three clothes as the test set.
Case 7. We select the data of all categories of clothes as the training set, build the model, and predict by using the data of all three clothes as the test set.
Case 8 -10. We select the data of one category of clothes as the training set, build the model, and predict by using this category of clothes as the test set.
We plot the average classification accuracy for each case in Fig. 12 . The first 7 bars indicate that changing clothes has certain impacts on the classification accuracy of WiPIN. However, WiPIN can achieve at least 77% accuracy when utilizing only one category of clothes as the training sets. That is, if the clothes a user wears changes drastically, e.g., from a summer clothes to a winter clothes, the accuracy would decrease. On the other hand, the bars of cases 8 -10 in Fig. 12 demonstrate that WiPIN achieves an average accuracy of 94%. These results mean that within a certain period, e.g. a session, in which a person wears clothes in a same category, high identification accuracy can be guaranteed.
Feature Stability vs. Time: To evaluate the feature stability of WiPIN, we observe the feature changes of 10 volunteers over 15 consecutive days. We apply 2 strategies to train the identification model. Strategy 1: using the CSI data of the first day as the training set, and the data of other days as the test set. This strategy simulates the scenario of non-updating on the user's biologic features in the database.
Strategy 2: using all CSI data in the first jth days as the training set, and the data after the jth day as the test set. This strategy correlates the feature-updating enabled scenario. We plot the results in Fig. 13 . We find that when using Strategy 1, the accuracy of WiPIN decreases gradually. This is because the Wi-Fi signal is unstable in the environment and a person's biologic features vary over time. This result shows that time-varying does leave an impact on the feature stability, implying the necessity of updating the features for users. On the other hand, if we allow WiPIN to update the user's biometric-oriented signal features (as performed in Strategy 2), WiPIN can keep high accuracy in certain period(say, decreasing to 90% after 10 days). In practice, we suggest that a proper updating period is about 10 days.
Impact of Environment Noises: We test the impact of environment on WiPIN. We choose 5 different places in our office building, including the places at an empty laboratory #1, a crowded laboratory #2, a crowded seminar room, a empty meeting room, and a narrow corridor, respectively. All these places are diverse in terms of surroundings, i.e., environment noise. We involve 10 volunteers in this experiment. At each place, we collect 15 samples for every volunteer, in which 10 are used as training data and the left as test data. The results are showed in Fig. 14. We can see that the average accuracy is about 94%. Specifically, in the seminar room and corridor, WiPIN does not work as well as in laboratory #1 and the meeting room. This is because the multipath effect is stronger in the former places, making the signals reflected from the human body relatively weaker. Impact of Antenna Height: We evaluate WiPIN under the height settings of Tx-Rx antenna pair as 0m, 0.4m, 0.8m, 1.2m, 1.6m and 2m, respectively. We also involve 10 volunteers in this experiment. As shown in Fig. 16 , WiPIN achieves the best performance with the setting as 1.2m and 1.6m, which corresponds to the average heights of one's abdomen and chest. Above results imply that a person's body contributes main affections on the Wi-Fi signals, which coincides with our analysis and model presented in Section 3.
Computation Overhead
The computation overhead of WiPIN comprises of CSI-signal preprocessing, feature extracting, and user matching. We first examine the accuracy of WiPIN over the 30 volunteers. We adjust the sampling time from 0 to 5 seconds. Fig. 17 shows that WiPIN achieves 92% accuracy while the time that user stands is longer than 200ms in average. Then we collect signals within 200ms and calculate the time required for processing the data collected in this period. We use a desktop PC(with a CPU mode 2.7 GHz Intel Core i5, memory of 8GB DDR3) and run Matlab R2015b to do this computation. As the cumulative computation time shown in Fig. 18 , WiPIN requires about 230ms to identify a person. The result proves that WiPIN is time-efficient and applicable to real-time person identification applications.
Comparison with Prior Works
In this section, we compare WiPIN with three state-of-theart works, Wi-Who [36] , WiFi-ID [37] , and FreeSense [34] , in Fig. 19 . Wi-Who and WiFi-ID can identify up to 6 persons, while FreeSense supports the identification among 9 individuals. As Fig. 19 shows, WiPIN greatly outperforms those three approaches in terms of accuracy. In addition, these works are all operation-based approaches, requiring the user to walk 2m-6m, which is inconvenient and raises barriers for real-world applications.
DISCUSSION
Variation of biometrics: The principle of WiPIN is mapping the Wi-Fi signals to the properties of human body. WiPIN works well when the biologic features of users remain stable. However, certain events e.g., losing weight or building muscle, will change the body properties accordingly. Furthermore, if a user suffers from some diseases, e.g., a fever or a diarrhoea, his/her body properties may change sharply. Under such circumstance, WiPIN will pay a penalty of more frequent updating features for a high identification accuracy. Stability of environments: Although WiPIN mitigates the multipath effect and is tolerant to the variance incurred on the reflection paths with high propagation delay, WiPIN prefers a relatively stable environment. This is because the signals reflecting the person's biologic information will be significantly influenced if the environment changes too much. Future work can explore more advanced method to extract signals only from human body.
Sample space of users: Our experiments in Section 5 show that WiPIN may suffer from a relatively low accuracy in detecting invalid users, like 74% when the system maintains 3 users and merely involves them in training phase. The issue can be addressed if inviting more persons to act as invalid users in the training phase, even if the number of valid users is very small. For example, the accuracy increases to 92% when the number of invalid users becomes 27 in the training phase. In this way, the high accuracy can be guaranteed.
Applications Scenario: WiPIN requires users to be at pre-defined positions for identification. This requirement really narrows the application scope of WiPIN. However, we argue that there are still many scenarios where human identity recognition occurs at fixed positions, e.g., the build entrance, and WiPIN is applicable.
RELATED WORK
Operation based identification usually involves specific motions, actions, and behaviors correlated to human biometrics, including the breathing [3] , speaking [9] and walking [11] , etc. Several works [6, 23] identify users from the patterns of screen-touching personal device. Monrose et.al. [19] and Tari et.al. [25] utilize the typing styles of users to improve the security of password-inputing. This kind of works are easy to be forged. For example, an attacker might use recorded voices or silicone membranes to cheat the voice or fingerprint based authentication system. However, above attacks do not work for WiPIN, because WiPIN utilizes the reflection and absorption effect of human body on Wi-Fi signals. Attackers may create a human model with 3D print, however the electromagnetic characteristics of human body can not be create.
Recently, a number of researches utilize Wi-Fi signals to grasp the biometric-oriented operations. For example, WiFiU [31] , WiWho [36] , and WiFi-ID [37] extract human gait patterns via Wi-Fi signals to perform person identification. WiWho identified a person with average accuracy of 92% to 80% from a group of 2 to 6 people. WiFi-ID achieved accuricies of 93 to 77% for 2 to 6 people. WiFiU achieved 79.28% accuracy in a 50 people dataset. The way of users breathing [3] , speaking [9] and walking [11] has also been proposed for identification system. These works suppose that people would keep their walking style static, meanwhile, the users are required walk along the same paths when test, which is not practical for use. In addition, this kind of works are also easy to be forged. For example, an attacker can record a video when users walking, then practice to walk with a similar gait as the users to be a fake. Compared to these works, our WiPIN system does not require users to walk along a specific paths when training or test, which is operation-free. What's more important, forging our WiPIN is full of challenges with the same reasons as the above paragraph said.
Xi et.al develop a Wi-Fi sensing system to count the crowd in the area of interests [32] . Wang et.al propose WiHear to understand the affection pattern of Wi-Fi signal when people are speaking [30] . Ali et.al and Li et.al propose to use Wi-Fi signals to infer keyboard strikes [1] . Wi-Fi signals can also be utilized to track the location of users [14, 16, 29] . WiPIN works in a similar principle above, but extracting distinct features for identification from the extremely feeble signals against powerful noises and interferences. Besides, identifying human is a much more fine-grained sensing task compared to activity recognition and localization, and WiPIN achieves it.
CONCLUSION
In this paper, we propose WiPIN, a low-cost, operation-free yet accurate authentication system using COTS Wi-Fi devices. We demonstrated the strong correlation between the variance of Wi-Fi signals and human body components. We WiPIN: Operation-free Person Identification using WiFi Signals arXiv 2018, , developed an interactive model to analyze the correlation in-depth and a pre-processing pipeline for noise cancellation.
Based on the interactive model, we built a high-dimensional mapping from features of Wi-Fi signals to the identity of users. Experimental results show that WiPIN can achieve high identification accuracy in real time.
